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Uncover identity risks in under 90 seconds1 and 

benchmark the reduction of your identity attack surface 

over time. 

Secureworks detects and responds to identity threats that bypass 

traditional identity security controls, protecting against 100% of 

MITRE ATT&CK Credential Access techniques2. Taegis™ IDR, an add-

on designed to improve your security posture, continuously monitors 

your environment for identity misconfigurations and risks, while also 

providing dark web intelligence on compromised credentials. 

Uncover identity risks in under 90 seconds1 compared to days  

with legacy solutions and benchmark the reduction of your attack 

surface over time. 

Reduce Your Identity Attack Surface

95% of Microsoft Entra ID environments are misconfigured3. Taegis 

IDR continuously scans these environments to rapidly identify and 

prioritize misconfigurations and identity-based security gaps.  

Unless addressed, cybercriminals can use these exposures to 

escalate privileges and carry out identity-based attacks. Leveraging 

the Identity Posture Dashboard, teams can quickly address risks 

including gaps in Conditional Access policies, orphan accounts,  

over-privileged accounts, and risky applications.

Reduce Risk of Leaked or Stolen Credentials 

Secureworks has observed a 688% increase in stolen credentials 

available for sale on a single dark web marketplace over the last three 

years4. Taegis IDR monitors and alerts on exposed credentials, 

enabling teams to significantly reduce the risk of those credentials 

being used to successfully execute an attack. Taegis IDR identifies 

risky user behaviors, monitoring for when stolen or compromised 

credentials are used to access a system, and identifies unusual login 

patterns, such as logins from unexpected locations. 

CUSTOMER BENEFITS

Uncovers identity exposures in 

Microsoft Entra ID in under 90 

seconds1 to reduce your identity 

attack surface

Scans the dark web for leaked 

credentials and alerts you when 

login credentials have been 

exposed in data breaches

Identifies risky user behaviors 

and abnormal activity associated 

with stolen credentials

Provides rapid and 

comprehensive visibility into 

identities across systems to 

allow teams to work effectively 

to address exposures

Detects 100% of MITRE ATT&CK 

Credential Access techniques2 

and accelerates threat response 

with automated playbooks
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Secureworks (NASDAQ: SCWX) is a global cybersecurity leader that secures human progress with 
Secureworks® Taegis™, a SaaS-based, open XDR platform built on 20+ years of real-world detection data, 
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Gain Full Visibility into Identities

Get rapid and comprehensive visibility into identities across systems 

for straightforward identity management. See an overview of users, 

groups, devices, and apps and monitor for changes in identity 

posture. View your entire identity catalog and work effectively to 

remediate exposures before they can be exploited and feel confident 

that you have addressed the most pressing risks. Taegis IDR is 

managed centrally in the Taegis XDR platform for comprehensive 

protection across identity, endpoints, network, cloud, email, and 

other business systems.

Protect Against Identity Threats

90% of organizations experienced an identity breach last year5. 

Taegis automatically detects, prioritizes, and responds to identity-

based threats before they can impact your business. Secureworks 

enables organizations to proactively identify sophisticated threats, 

such as kerberoasting, password spraying, and brute force attacks, 

early in the attack chain and automatically respond with speed and 

precision. Teams can work more efficiently with automated,  

out-of-the-box playbooks to take immediate response actions on a 

compromised identity, including disabling a user, forcing a password 

reset, locking an account, and revoking a session.

1. Average time to detect identity exposures calculated based on existing 
Secureworks customer data 

2. Based on Taegis detection capabilities mapped to the MITRE ATT&CK 
framework

3. Based on Secureworks data gathered from thousands of incident response 
engagements conducted by the Secureworks Counter Threat Unit™(CTU™)

4. Based on internally collected data by the Secureworks CTU

5. Identity Defined Security Alliance (IDSA), 2023 Trends in Securing Digital 
Identities, July 2023

I am thoroughly 
impressed with Taegis 
IDR and how it has 
improved visibility into 
our identity risks. Having 
the information available 
within XDR is huge.
Richard Hay,  
Senior Information Security Officer, 
First Community Bank

Taegis IDR is uncovering 
risks in areas that I 
used to worry about 
within Azure and the 
Microsoft ecosystem, 
like conditional access 
policy gaps and insecure 
or over-privileged 
applications.
Senior Information Security Officer
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