
Secureworks Taegis Platform 

Taegis MDR, the Secureworks Managed Detection and 

Response (MDR) solution, delivers the power of the 

Taegis XDR platform with the addition  

of a tailored MDR approach. Designed to reduce risk, 

protect investments, and fill talent gaps, this solution 

provides extensive security expertise, delivering over 

400% ROI on average. The MDR solution includes 24/7 

live chat, with access to real security experts (not a 

ticket system) in under 90 seconds. 

Taegis XDR is an open-without-compromise SaaS 

solution designed to hunt, detect, and respond to 

threats. Taegis XDR pulls telemetry from all sources, 

using automated alerting, patented analytics, and 

proprietary real-world threat intelligence to bolster 

security maturity and improve security outcomes. 

Taegis can integrate with existing EDR agents or 

deliver its own agent at no additional cost.

Thousands of Organizations 
Trust Their Cyber Defense to 
Secureworks, a Leader in MDR 
Secureworks® Taegis™ cybersecurity solutions combine 

human and artificial intelligence to deliver superior 

detection and unmatched response.

Working with Secureworks, leveraging their XDR 
platform and expertise through their MDR offering, 
has been a phenomenal experience.
Tony Bryson  CISO, Town of Gilbert, Arizona

400% 
Average ROI

70+
Countries

155+
Threat Groups  
Monitored

SOLUTIONS AT-A-GLANCE
Managed Detection and  
Response (MDR)

Extended Detection and 
Response (XDR)

Next Generation Antivirus (NGAV)

Identity Threat Detection and 
Response (ITDR)

Network Detection and  
Response (NDR)

Log Management

OT Security

Vulnerability Risk Prioritization 

Assess and Plan

Battle Test and Exercise 

Incident Response 

INDUSTRY RECOGNITION
2024 Frost & Sullivan Global Extended 

Detection and Response Competitive 

Strategy Leadership Award 

2023 Frost & Sullivan Leader for XDR, 

Frost Radar

2023 Frost & Sullivan Competitive 

Strategy Leadership Award for 

Vulnerability Management

2023 Leader in the Forrester Wave: 

Managed Detection and Response 

Services in Europe (Q4)

2023 Strong Performer in the Forrester 

Wave: Managed Detection and 

Response (Q2)

2023 Leader in Cybersecurity Incident 

Response, GigaOm Radar Report 
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Taegis Next Generation Antivirus (NGAV) adds robust 

NGAV capability to Taegis XDR, using machine learning 

to block threats and endpoint attacks, while providing 

greater endpoint context for investigations.

Taegis XDR with Log Management provides 

predictable, cost-effective pricing with flexible data 

retention options to amplify alert investigations, threat 

hunting, and reporting. Taegis XDR includes one year of 

data retention, with options to expand retention further.

Taegis MDR Enhanced delivers higher-touch threat 

analysis and orchestrated response with 24/7 coverage 

from Enhanced security analysts, threat and phishing 

investigations, customer tool support, and governance 

and advisory support.

Elite Threat Hunting is a powerful threat-hunting add on 

that includes continuous proactive managed threat 

hunting, delivered via a designated threat hunter who 

meets with customers bi-weekly to discuss findings and 

make mitigation recommendations.

Taegis MDR for OT helps defend against the latest 

threats to your IT and OT environments with 

comprehensive threat monitoring, detection, 

intelligence, and collaborative response.

Taegis IDR is an identity threat detection and response 

solution that continuously monitors your environment 

for identity risks and misconfigurations while providing 

dark web intelligence on compromised credentials. 

Taegis NDR monitors traffic across your network to 

prevent, detect, and respond to threats, and seamlessly 

integrates with the open Taegis XDR platform for more 

holistic protection.

Taegis VDR provides a risk-based approach to 

vulnerability management, prioritizing the most critical 

vulnerabilities informed by context from your 

environment and constantly updated threat intelligence.

Secureworks Services
Ransomware Readiness Assessment blends broad 

security expertise with current research to offer a full 

examination of ransomware defense and incident 

readiness.

Threat Hunting Assessment provides a complete 

picture of your environment to find undetected threats, 

uncover security control gaps, and improve visibility.

Vulnerability Assessment finds vulnerabilities and 

prioritizes remediation using Taegis VDR analytics and 

the latest threat intelligence from the Secureworks 

Counter Threat Unit™ (CTU).

Penetration Testing mimics real-world adversaries to 

help you find blind spots before threat actors can and 

enhances your overall security posture.

Adversary Exercises use evolving, real-world adversary 

tactics to find gaps in your detection and prevention, 

with hands-on exercises based on CTU™ customer 

engagements and research.

Application Security Testing uses specialized expertise 

to conduct thorough security evaluations across your 

web applications, mobile applications and web services.

Emergency Incident Response (EIR) responds to 

emergencies, quickly and effectively restoring normal 

operations while strengthening your security posture 

against future attacks. 

Incident Management Retainer (IMR) uses a 

comprehensive approach to elevate your cyber- 

security posture and ensures rapid response to a 

potential incident. 

Secureworks, a Sophos company, is a global cybersecurity leader that protects customer progress with 

Taegis™, an AI-native security analytics platform built on more than 20 years of real-world threat intelligence 

and research, improving customers’ ability to detect advanced threats, streamline and collaborate on 

investigations, and automate the right actions. 

For more information, 

call 1-877-838-7947 to 

speak to a Secureworks 

security specialist. 

secureworks.com


